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In recent weeks, the Coronavirus has made
it all too clear just how important it is for us
to live cyber resilience, as in a crisis your
ability to take effective action depends on
how well you are prepared. Every company
today operates in an environment that is
increasingly shaped by unknown or unforeseeable threats and adversaries. Accordingly, boards of directors and the management of companies of all sizes and in all
sectors are required more than ever to deal
with cyber risks and to ensure that they are
systematically monitored, communicated,
and managed.
Cyberspace and the risks involved with it
have changed significantly in recent years.
In many companies, increasing digitization leads to an increased dependency on
different service providers. The resulting
ecosystem and the associated weaknesses
expose companies to increasing systemic
risks and massively increase the risk of a
cyberattack. Comprehensively monitoring
and closing these weak points with the help
of an often reactive cybersecurity management is an undertaking doomed to failure.
Companies must continuously analyze
the threat situation and develop a holistic
defense strategy that takes into account
the ongoing changes in their organization,
infrastructure and environment. For the
question is no longer if your company will
be hit, but when.
According to ISO 22316, resilience is defined as the ability to adapt to a changing
environment and to minimize the effects of
a cyberattack on the company's operations.
Cybersecurity is a key pillar of resilience. In
a resilient company, however, cybersecurity
is integrated into the systemic approach of
cyber resilience. Resilient organizations are
able to anticipate and react appropriately
to risks and opportunities through sudden
or gradual changes in the internal and
external context. Cyber resilience is not

Adrian Marti, Partner
Cybersecurity & Privacy

only about identifying, preparing for, and
managing emergency or crisis scenarios,
but also about surviving under challenging
conditions and adapting to the new environment.
The results of our study show that managers widely recognize the importance of
high-level cyber resilience to ensure the
continued existence of their company. Of
those surveyed, 76% believe that an active
board of directors that takes a leading role
in providing the necessary resources is a
key element in establishing and anchoring
cyber resilience in the company.
We were particularly astonished to find that
70% of the companies surveyed see cybersecurity not only as a necessary prerequisite
for professional action, but also as a differentiating factor in the market. However,
even though the relevance of a high level
of cybersecurity has been recognized and
in 75% of the companies surveyed the
corresponding budgets have been significantly increased over the past two years,
only 20% of the participants believe their
current level of preparation is sufficient.
The participants named the IT architecture and the lack of technical skills for the
implementation as the greatest obstacles to
improving cyber resilience. The good news
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is that these obstacles can be overcome
with external support and the appropriate
internal commitment.
AWK recommends management take a
risk-based approach to information risk
management in establishing and maintaining cybersecurity and resilience. To do so,
the risk appetite of the company must first
be identified and the ownership of the risks
defined. The business is typically the owner
of the risks. The company also directly or
indirectly finances the measures to mitigate
the risks. We recommend focusing risk discussion on the effects on the business. The
procedures for identifying, measuring, and
assessing risks should be transparent and
easy to understand. All suitable measures
are then based on these procedures. We
recommend regular reporting to follow up
on the implementation of measures and to
evaluate the effect they have achieved.

We recommend that boards of directors
position themselves as sparring partners for
management and actively participate in the
discussion on risk appetite. It is important
that they are always aware of their function
as a role model with regard to cybersecurity.
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Distribution of the Participants by Industry
Public Administration

Other
Mobility & Logistics

Services
Retail Trade

6%

5% 3%

18%

Banks

6%

ICT

7%

15%

7%

Health & Life Sciences

8%

14%
11%

Classic Industries
& Manufacturing

Energy & Supply
Insurance

Approximately 100 decision makers took part in the survey. Important players in the market
were surveyed, including in particular large and medium-sized companies that provide a
large part of Switzerland's economic output, as well as the public sector. 18% of the participants come from the mobility and logistics sectors, closely followed by banks, the traditional
and manufacturing industries and insurance.
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Cybersecurity
This topic builds on a study conducted in 2018 with similar content.

Do Companies See Cybersecurity as a Differentiating Factor
in the Market?
+70%

40%

We find the rating of
cybersecurity as a USP
surprisingly high.

30%
25%

5%

Completely

Cybersecurity has been at the top of the
agenda for upper management for years.
This was already shown in the study
conducted in 2018, in which 87% of the
companies surveyed stated that they had a
cybersecurity strategy.
In this year's study, 70% of the companies
surveyed also see cybersecurity as a differentiating factor in the market and not just as
a prerequisite for professional action. This
corresponds to an increase of 7% com-

Mostly

Partially

No, not at all

pared to the survey in 2018. We find this
result to be surprisingly high. As expected,
the relevance of cybersecurity is rated highest among ICT companies (100%), followed
by banks (92%). We did not expect, however, the public sector (80%) to also place
such high relevance on the topic. Cybersecurity has the least relevance in the health
sector as well as in industrial and service
companies.
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What Are the Top Cybersecurity Topics in the Various Industries?

The weighting of the top security issues
reflects the different degrees of penetration
of digitization and the different ICT use in the
various industries.

70%

63%
58%

60%

57%

54%
48%

50%

46%

45%

40%

31%

30%
20%
10%
0%
Mobile
devices

Cloud
services

Secure
communication

Coordination
of security
measures

Attack
detection

Outflow of
sensitive data

Internet of
Things

Bring your
own device

"The complexity of cyber resilience per se is the biggest hurdle, as a whole
'bouquet' of topics has to be addressed."
Manuel Fäh, Director Business Development/CDO, V-ZUG Ltd.

The responses of the participants show that
a wide range of topics are addressed for the
establishment, operation and maintenance
of cybersecurity. In addition to technology,
procedural and organizational measures,
these topics also include user-centered
factors. The top security topics mentioned
match the current topics relating to digitization. This includes mobile devices, cloud
services, and the orchestration of all the
internal processes that need to be brought
together to coordinate security measures.
The detection of attacks, the prevention of
data loss, and the security of the entire IoT
environment are also regarded as important topics.

It is interesting to see which industries classified which topics as particularly relevant.
Mobile end devices are primarily of great
importance in the healthcare sector, mobility, and logistics. Cloud services, security
measures, attack detection, and data protection play a central role in highly exposed
industries and for operators of critical
infrastructures such as banks and service
companies, while IoT security is particularly
important for industry and energy providers. The weighting of the top security issues
reflects the different degrees of penetration
of digitization and the different ICT use in
the various industries.
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How Many Full-Time Cybersecurity Employees Do Companies
Employ?
10

Number of full-time cybersecurity employees

9
8

5’001 – 10’000

10’001 – 20’000

7
6
5

2’001 – 5’000

4
3

SMEs (<2,000 employees)
typically employ 2 FTEs for cybersecurity

101 – 500

In large companies (5,000 or more
employees) it is typically 9 FTEs

2
1

<100

501 – 2’000

0
“0”

“2,000”

“4,000”

“6,000”

“8,000”

“10,000”

Company size

One question that was particularly well
received in the interviews is the relationship
between the size of the company and the
number of dedicated cybersecurity specialists. The question of expert-to-employee
ratio serves as something of a benchmark.
Medium-sized companies with up to 2,000
employees typically employ 1–3 security
specialists. In large companies with more
than 5,000 employees, the figure is 6–12.
After that, the number of internal cybersecurity specialists only increases again in
significantly larger companies. As a result,
only one per thousand of the workforce is
generally involved with cybersecurity.
Since 70% of those surveyed view cybersecurity as a differentiating factor, the
question arises as to why a success factor
classified as critical to business is provided
with so few human resources.
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“12,000”

“14,000”

“16,000”

How Long Does It Take to Detect a Covert Attack?
75% of the companies surveyed state
that they detect a cyberattack within days
2018

-12%
35%

2020

+15%

30%
25%
20%

+5%

15%
10%
5%
0%

Minutes

Hours

Cyberattacks are not always spectacular and
often go undetected for a long time. The
aim of the attacker is to remain concealed
and explore the system landscape with as
little interference as possible until they find
the digital "crown jewels." That is why it is
extremely important for a company to recognize any attack as soon as possible and
to initiate appropriate countermeasures.
The expected time for a covert attack to be
detected is assessed somewhat more pessimistically today than it was two years ago.
75% (compared to 70% in 2018) of those
surveyed stated that they would recognize
an attack within a few days. However, the
answers show a shift towards longer times
before an attack is detected: 12% less
than in 2018 expect to be able to detect
an attack within minutes, while 15% more
than in 2018 expect that it would now take
several days for an attack to be detected.
Other studies show that it takes an average
or more than 200 days for a company to detect a cyberattack. Why does detection take
so long? Possible reasons for this are both
the higher technical sophistication and the

Days

Months

Not clear

delayed tactics of the attackers, who want
to remain undetected for as long as possible. In the case of espionage and data theft,
an attacker will generally leave as few traces
as possible.
Monitoring is an important tool for detecting attacks. Therefore, we asked whether
the scope of cybersecurity also extended
from one's own company to the entire ecosystem. 38% of those surveyed answered
that they operate comprehensive security
logging and monitoring of their own infrastructure. 23% said that they also assess the
cybersecurity status of their service providers, suppliers, and partners. In the case of
banks and insurance companies, 53% of
the respondents monitor the cybersecurity
of their entire ecosystem, not least of all because of the corresponding financial market
regulations for outsourcing.
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Ability to Recover in the Event of an Attack
Continuity requirements for
critical business processes are defined

54%

Continuity and recovery plans were
defined once, no regular reviews

12%

Continuity requirements are defined.
Reaction to an incident is ad hoc.
Continuity and recovery
plans are not known

27%
3%

Unclear, do not know

4%

While companies continue to improve their
security measures, cyberattacks are also
becoming increasingly sophisticated. At
present, it is unclear who will ultimately win
this arms race. Unfortunately, in the current
arms race the question is less and less if
your company will be attacked, and more
than ever when it will be attacked.

If the occurrence of
a cyber event cannot
be prevented, the ability to
recover quickly becomes an
even more
critical success factor.

Therefore, it is more important than ever
to focus on the ability of the organization
to recover from an attack. Companies also
need to prepare for the event of a successful cyberattack.
54% of the companies surveyed have defined continuity requirements, but 12% of
them do not review them regularly. All the
other respondents rely on their ability to improvise in the event of an incident, or they
are not aware of any preparatory measures
being taken.
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Cyber Resilience
ISO 22316 defines resilience as the ability to adapt to a changing environment. Resilient
organizations are able to react to risks and opportunities through sudden or gradual
changes in their environment and to anticipate them.
With this topic, we wanted to learn more about the resilience of companies to events in
the cyber environment.

How Important Is Cyber Resilience in the Companies Surveyed?
88%
58%
Rapidly increasing
(+ 20% or more)

Unclear, do not know

Decreasing

0%

7%

30%

23%

18%
Constant
(±2%)

12%

75%

0%
A top
issue for
a long time

Has only
recently become
a top issue

Not a top issue
yet, but on the
agenda recently

Importance of Cyber Resilience

52%

Not yet
a focus

Increasing

Cyber Resilience Budget Development
Since 2018

Cyber resilience is moving up significantly on the management agenda. 88% of the companies surveyed consider cyber resilience to be a top issue, and 75% of those surveyed stated
that their budget has increased since 2018. Approximately a quarter of the participants even
saw their budgets rise sharply.
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What Are the Key Challenges in Terms of Cyber Resilience?
Unclear,
do not know

Not yet
sufficiently
available

Sufficient and
comprehensive skills
already available

20%

40%

60%

80%

IT architecture

3%
15%

0%

20%

Lack of
technical skills
Resistance in
the business

77%

Lack of resources,
funding

62%

Lack of top
management commitment

Only partially
available

Resistance in IT

Availability of the Necessary Cyber
Resilience Skills

The Biggest Obstacles for Establishing the
Necessary Cyber Resilience

Despite higher budgets, the responses of
the participants show that only 20% rate
their company as sufficiently resilient, while
77% of the respondents stated that the
necessary cyber resilience skills are only
partially available or not available at all.

factual nature and can be overcome with
appropriate commitment. Establishing cyber resilience becomes more difficult with
the following obstacles. These obstacles
include resistance in the company as well
as a lack of human and financial resources.
It is rather thought-provoking that 9% of
those surveyed named resistance in IT as a
challenge.

Possible reasons for this are, for example,
challenges in the area of IT architecture,
such as interface problems or a lack of
technical and specialist know-how. The
good news: These two challenges are of a
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Will Cyber Resilience Become Mandatory Across the Entire
Value Chain?
0%

10%

20%

30%

40%

50%

Yes,J for a long time

42%
Yes, recently

No, not yet

43%

A similar picture emerges when it comes
to the question of whether resilience is
required from service recipients and/or
customers. 45% of those surveyed stated
that until now customers have not formulated any resilience requirements.

Unclear, do not know

Taking responsibility for the cybersecurity of customers and partners in order to
increase the resilience of the shared
value chain

0%

10%

20%

30%

40%

When asked whether they take responsibility for the cybersecurity of their customers
or partners in order to increase the resilience of the shared value chain, 42% of
those surveyed answered yes. 43% of those
questioned intend to do so in the future.

50%

Based on the experience from the Corona
crisis, a cross-organizational view of resilience will become increasingly important.

So far, no specific requirements
have been formulated
Specification of
quality of service

We expect a development towards a holistic view of securing this ecosystem. The
need for action lies not only with the service
providers but also with the service recipients, who apparently to this day hardly formulate any requirements for the resilience
of their partners.

Disclosure of the
emergency and crisis plans
Active management of
the technology lifecycle
Inclusion in the customer's
emergency and crisis planning
Partnerships to reduce
dependency on suppliers

Specific requirements from customers and
/ or service recipients for a resilient business relationship

The need for action at the C-level is thus
recognized.
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How Can the Board of Directors Play a Key Role in Helping To
Develop Resilience?
0%

10%

20%

Resilience is an important
issue on our BOD agenda.
They demand measurable results.

0%

40%

10% 20% 30% 40% 50% 60% 70%

Appropriate culture
/values

38%
76%

The BOD recognizes the importance
of the issue of resilience,
but offers no active support

38%

The BOD is waiting
on this issue

Resilience has not yet been
discussed by our BOD

30%

Budget

17%

Guidance regarding
security level

7%

Additional employees or
percentage of positions

Knowledge and Support from the Board of
Directors

Cyber Resilience Expectations of the Board
of Directors

Finally, the question arises as to what extent
the board of directors as the superordinate
body is committed to structuring a resilient
company: Board members are an important
driver for the development of cyber resilience in their companies.

them also demand measurable results from
their company management.

76% of board members are aware of this
and recognize the importance of the topic.
It is astonishing, however, that only half of

From the company's point of view, the
respondents expect their board of directors
to provide leading support in relation to
the relevant culture and values, the approval and allocation of human and financial resources, as well as guidance on the
required security level.

What Did We Learn From This Study?
•

Although cybersecurity is a differentiating factor in the market for 70% of the companies
surveyed, only 20% of the participants rate their current level of preparation as sufficient.

•

Larger obstacles to improving cyber resilience, such as the alignment of the IT architecture and availability of the necessary technical skills, can be overcome with external
support and the appropriate internal commitment.

•

A knowledgeable and active board of directors is a key element in establishing and
anchoring cyber resilience in the company. It not only defines the culture and values but
also ensures that the necessary resources are made available.
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Recommendations for Action
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Successfully establishing cyber resilience does not happen overnight. It must first be
communicated and accepted within the company that preparation for the event of a
digital crisis is more necessary today than ever before.

Cyber resilience as a cultural element is of
central importance, especially at the board
of directors and management level, and
forms the basis for the establishment of a
resilient corporate culture at all levels of the
organization.
Cyber resilience is not a one-time process.
The security technologies and mechanisms
used must be reviewed, updated, and
tested on a regular basis, since in the age of
digitization both the threats and the companies themselves are constantly changing.
Management should take a risk-based approach to information risk management in
establishing and maintaining cybersecurity
and resilience. To do so, the risk appetite
of the company must first be identified and
the ownership of the risks defined. The
business is typically the owner of the risks.
The company also directly or indirectly
finances the measures to mitigate the risks.
We recommend focusing risk discussion on
the effects on the business. The procedures
for identifying, measuring, and assessing
risks should be transparent and easy to
understand. All suitable measures are then
based on these procedures. We recommend regular reporting to follow up on the
implementation of measures and to evaluate the effect they have achieved.

anchored in the entire company and "lived"
by all its employees.
In many organizations, Corona suddenly
demonstrated the importance of securing
value chains beyond the boundaries of
their own organization. This is because the
value chains are becoming more and more
complex and require a security-conscious
interaction across the entire ecosystem
which is less and less under their own,
exclusive control.
Ultimately, companies should determine
how they want to communicate projects
and attacks in the context of cybersecurity. In addition to the statutory reporting
requirements, this also includes a topic-related exchange with investors, partners,
suppliers, customers, and employees.
Companies that proactively prepare for
potential incidents and invest in their cyber
resilience create a basis of trust that can
ensure their own survival in the event of an
incident.
We recommend that boards of directors
position themselves as sparring partners for
management and actively participate in the
discussion on risk appetite. It is important
that they are always aware of their function
as a role model with regard to cybersecurity.

No less decisive is the human component,
without which automated processes and
sophisticated security technology cannot
achieve the expected effect. In order to
react quickly and appropriately in the event
of an incident, cyber resilience must be

19 | AWK Cyber Resilience Studie 2020

Cyber Resilience in
Public Administration
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The wide variety of administrative tasks and
the federal system mean that there is a wide
range in terms of maturity, innovation, and
dynamism. The same situation applies to
cyber risks: In principle, the public administration has done its homework with regard
to cybersecurity and has so far been able
to protect itself from large, trust-shattering
incidents.
Participants in the C-level study from public
administration clearly expressed that cyber
risks have been very high on the agenda
for a long time and that appropriate investments are being made in personnel and
systems. This is especially true for perimeter
protection.
They also appear to be confident in their
security. All the participants assume that
they are able to detect cyberattacks within
"days." At the same time, however, they
also attested that security logging and
monitoring usually ends with their own
infrastructure and does not include service
providers, suppliers, and partners; nor
does it encompass their entire landscape. A
circumstance that is somewhat astonishing
and should be analyzed in depth.
On the other hand, there is definitely room
for improvement with regard to cyber
resilience, especially since cyber resilience
is not only achieved with the help of IT
systems but represents a discipline for the
entire organization. Not a single participant in the C-level study from the public
sector attested to the necessary skills being
sufficiently available in their organization or
resilience being part of their corporate culture. Considering that resilience addresses

Oliver Spiess, Partner

and requires the flexibility of the entire
organization, there is still some work to be
done here.
The challenge of bringing the entire
spectrum of cyber resilience to the level
required in public administration today is
certainly considerable. The issue can no
longer be postponed, otherwise there is
a danger that the public sector might be
too late and expose itself to high security
risks. As a proven partner, AWK supports
the public administration with everything
from determining what is "sufficient," to the
design, establishment, and optimization in
operation, and it supports relevant projects
with its extensive expertise and experience.
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Cyber is Focusing
More on Mobility –
Resilience Is Urgent
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Security has always been a high priority
in mobility, but the range of topics has
changed and expanded significantly.
While accidents involving persons in particular have received a lot of attention in the
media because they can affect each and
every one of us, in recent years the security
focus has moved to include additional topics. In aviation, critical systems have been
designed with multiple redundancies for
a long time and are subject to the strictest
regulations and acceptance procedures.
In rail and road transport as well, the
rolling stock is tested extensively before
it is approved. The infrastructure and the
associated technical systems form the basis
of mobility. Despite these high standards,
there are always safety-critical incidents,
be they collapsing bridges, avalanches, or
trucks that catch fire in a tunnel. Some of
these incidents can be summarized under
the term "accident," while others can definitely be traced back to faulty systems and
processes.

Peter Geissbühler, Head of Smart Mobility

with challenges that they are often unable
to adequately meet with the internally available human resources and know-how.

In the recent past, however, it is no longer
just such incidents that have been causing
headaches for the management levels in
mobility companies and authorities. The
responses of the participants from the
mobility industry clearly show that the
number of challenges related to cybersecurity is also continuously increasing in their
environment.

In public transport as well, the networking
of vehicles and infrastructure is constantly
increasing. The networking of traffic routes
and vehicles will increase the capacity of
the traffic system, but at the same time it
creates new requirements to keep the overall system secure and resilient. Because of
the many interlinked systems from different
suppliers with different life cycles, the complexity increases rapidly, which creates new
challenges in terms of security and costs.

For example, many systems in road traffic
could only be operated locally for a long
time. Since the switch to IP technology,
these systems have been operated via a
broadband communication network (BCN)
and are therefore mostly "on the internet."
Although they are protected from unauthorized access by means of demilitarized
zones (DMZ) and firewalls, they are not
completely isolated from the internet.
Thus, IT and network security is becoming
increasingly important in this area as well.
This confronts companies and authorities

Resilience is also in demand in the mobility
sector. Companies need to have their risk
management under control, discover security-relevant incidents quickly and safely,
and react to them automatically or manually
with well-prepared processes and procedures. With the advancing networking, the
points for a potential attack of the overall
mobility system are growing rapidly. A well
thought-out concept that is coordinated
among the various actors is therefore essential in order to comprehensively guarantee the resilience of the system.
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Cyber Resilience
in Industry:
A Lot of Catching Up To Do
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Attackers cleverly exploited the Covid-19
lockdown to successfully launch cyberattacks on industrial manufacturing companies. In some cases, the damage amounted
to millions of Swiss francs.
The major economic upheavals due to the
global lockdown meant that numerous
industrial manufacturing companies had
to start short-time work and many of those
who were still employed were banished to
work from home. In some companies, the IT
department was also affected by short-time
work. This created optimal conditions for
cyberattacks.
In order to provide the digital infrastructure
necessary as a result of the crisis, many
had to increase bandwidths and expand
their VPN infrastructure within a very short
period of time. After these first obstacles
were overcome, the increased number of
people working from home raised the need
for more IT support services. The focus was
on the availability and functionality of the
infrastructure for the employees so they
could do their work.
Nevertheless, the physical distance and the
reduced availability associated with shorttime work led to an inadequate exchange
of opinions and information among the
employees. Also, in order to maintain operations, decisions were often made with
the best of intentions but without the usual
clarifications.
This created even more opportunities for
potential attackers that were then successfully exploited:
•

Reduced human and financial resources

•

Setting up and rolling out solutions
within a very short period of time and
under high operational pressure

•

Maintaining operations as
a maxim

•

Failure to follow standard processes

André Schmid, Senior Manager Manufacturing

Various studies clearly show that the maturity with regard to IT security is lower in many
industrial manufacturing companies than
in other economic sectors. Amazingly, 70%
of the participants from the manufacturing
industry stated that a security incident is
usually discovered within a few hours. This
assessment reveals false assumptions. In
truth, the average duration is much more
than 200 days.
The insufficient maturity level of the IT
security for a majority of industrial manufacturing companies can most likely be traced
back to this inaccurate self-assessment. It
seems that some companies are unaware of
or misjudge the actual and potential risks.
We hope that the IT security incidents that
have become public in recent months will
cause many industrial companies to focus
more on cyber resilience. After all, the damage caused by cyberattacks does not just
run into the millions; it also leaves investors
and customers feeling uncomfortable and
thereby damages the company's reputation.

25 | AWK Cyber Resilience Studie 2020

Banks Leading the Way –
Critical Self-Assessment
by Insurance Companies
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Information security has been one of the
core skills of banks since the advent of
e-banking at the end of the 1990's. With
the advancing networking, all the institutes
also upgraded their cybersecurity. These
efforts have been reinforced by regulations on handling operational risks and
outsourcing.
These efforts also reflect the survey results
of our study. Compared to companies from
other industries, banks attest to a high maturity: According to their own statements,
54% have sufficient cyber resilience. We
were particularly astonished that 92% of
the banks surveyed and 70% of the insurance companies consider cybersecurity
to be a differentiating factor in the market.
No one can afford to have their reputation
damaged by the failure to avert a cyberattack. 86% of the financial institutions
surveyed stated that they had increased
their budgets for cybersecurity, in some
cases significantly, over the past two years.
Although financial institutions have only
included ecosystems as an important part
of their business models in recent years,
banks are also showing foresight here: 73%
consider the entire value chain as part of
their cybersecurity expenses. Compared to
the other participants, however, a striking
number of those responsible for cybersecurity at banks mentioned a lack of commitment from top management.
The results for the insurance industry are
surprising. In the survey, the respondents
from insurance companies were generally
more critical of their maturity in cybersecurity than their colleagues from banks. This
only partially reflects our impression, as
most insurance companies have taken even
slightly more comprehensive measures
than banks to ensure their cyber resilience.
They may have rated their skills lower due
to the fact that risks are handled more transparently in the insurance environment. This
is part of the core business of insurers, as an

Adrian Anderegg, Head of Financial Services

objective assessment of risks is crucial for
their survival.
Despite the high maturity in industry,
complacency is not an option. The participants surveyed from the financial industry
consider the rapidly changing environment
to be the greatest challenge. This is exactly
where cyber resilience comes in. In contrast
to pure cybersecurity concepts, it also prepares companies for unpredictable events.
A crisis like the one of the past few months
shows an organization very transparently
which areas are in danger of becoming
unstable. This offers companies the opportunity to further optimize their crisis
management team with focused improvement measures on the basis of the lessons
learned.
From our point of view, the greatest potential lies in increasing cyber resilience.
Companies are already reacting to a large
number of specific threat scenarios in order
to minimize the risk of such events. However, the environment is changing so rapidly
that all the threats can never be addressed
and eliminated. Cyber resilience increases
the stability of the overall system and, in the
case of an unforeseen event, ensures that
companies can maintain their operations
and massively reduce losses in terms of
service quality.
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Cyber Resilience as an Enabler
for a High Level of Crisis Resistance and Future Security

28
28| |AWK
AWKCyber
CyberResilience
ResilienceStudie
Study2020
2020

The shift from physical to digital threats in
recent years and the resulting responsibility
of companies towards their employees,
partners and, above all, their customers
has always been a good starting point
for discussions for us cyber experts. Our
study shows that cybersecurity is one of the
fundamental issues in companies today,
regardless of the sector.
In the last few days, weeks, and months,
the Corona crisis has clearly shown the importance of physical security. Ensuring the
health of the community, our colleagues,
business partners, customers, and our
families is fortunately still the most important thing for all of us! Digitization helped
us protect the community during this crisis.
The existing IT infrastructure enabled many
companies to continue their work from
home, more or less without interruption.
Digitization was once again the right
means to secure our lives. A decisive part of
digitization is its security, cybersecurity, or,
in my opinion the even better description,
cyber resilience. Surprisingly or not, our
study shows that more and more managers see cyber resilience as a competitive
advantage. This advantage has already
been confirmed during the weeks of the
lockdown. Companies that quickly turned
digital during the crisis and responded
adequately to the new challenges and risks
were not only able to retain their customers, but were even able to increase trust in
and within the respective ecosystem and

Wolfgang Schurr, Partner

win over new customers. These advantages and the new trust in digitization must
be preserved and strengthened. In this
context, cyber resilience means risk-based
and flexible action, from the identification
to the handling of cyber emergencies. The
goal of cyber resilience is and will always
be to ensure the continued existence of the
company under challenging conditions.
The impressions of the last few weeks, the
results of the study, and especially the comments of the participants show me that the
protection of the individual, the community, and the respective company is crucial for
each and every one of us. With the help of
a risk-based security analysis, let us take the
optimal measures and purposefully advance the digitization of our companies.
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Procedure for the Cyber Resilience Study 2020
The broadly based study conducted in
partnership with C-LEVEL shows how
companies from all economic sectors handle the topics of cybersecurity and cyber
resilience. The aim of the study was to help
executives deal quickly and effectively with
these current issues as well as the associated challenges, and to recognize potentials
and successfully use them in their own
company. At the same time, the participating companies had the opportunity to learn
from other thought leaders and companies
and to compare the starting position of
their own company.

The first part of the Cyber Resilience Study
2020 deals with the topic of cybersecurity
and also makes a comparison with a study
conducted two years ago. The second part
is dedicated to cyber resilience and examines the resilience of companies to events
in the cyber environment.

The Cybersecurity & Privacy Division of
AWK is one of the most well-known players
in the Swiss security consulting market.
Our cybersecurity & privacy specialists
support companies in protecting against
cyber threats with predictive cybersecurity
management and help establish resilience
in the event of an incident in line with the
strategic business goals of our customers.

The goal of the AWK Group is to expand
this strategic business area to 150 employees by 2025.

The data was collected on the basis of a
structured questionnaire. In addition, we
deepened the subject areas addressed
through interviews with selected participants.
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